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Joint Cybersecurity Advisory (CSA): Akira
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▪ Released by FBI, CISA, Europol’s European Cybercrime 

Centre (EC3), and the Netherlands’ National Cyber Security 

Centre (NCSC-NL).

▪ Akira Ransomware has affected a wide range of 

businesses, critical infrastructure and government agencies.

▪ New CSA has information on tactics and mitigation steps:

▪ Defense evasion.

▪ Prioritize remediating known exploited vulnerabilities.

▪ Enable multifactor authentication (MFA) for all services to the 

extent possible (webmail, VPN, and access critical systems).

▪ Regularly patch and update software and applications to their 

latest version and conduct regular vulnerability assessments.
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Joint CSA: North Korean Spearphising
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▪ Released by FBI, State Dept., & National Security Agency 

(NSA).

▪ Exploiting improperly configured DNS Domain-based Message 

Authentication, Reporting and Conformance (DMARC) record 

policies to conceal social engineering attempts.

▪ Creating fake usernames and using legitimate domain names 

to impersonate individuals from trusted organizations.

▪ Red Flag Indicators include but are not limited to awkward 

English in emails, documents with macros, follow-up emails 2-

3 days after initial contact, emails claiming to be from official 

sources but from unofficial email services.
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Directory Traversal Vulnerability Alert

▪ Released by CISA and the FBI.

▪ Directory traversal—or path traversal—vulnerabilities remain a 

persistent class of defect in software products.

▪ Directory traversal vulnerabilities involve a user manipulating 

inputs (i.e., input parameters or file paths) to illicitly access 

application files and directories that the developer did not 

intend for users to access.

▪ Secure by Design initiative to bring awareness to this 

vulnerability & remediation by manufacturers.

▪ https://www.cisa.gov/resources-tools/resources/secure-design-

alert-eliminating-directory-traversal-vulnerabilities-software
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▪ CR911 Symposium – May 14-15 in Kansas City, MO.

▪ FIFA World Cup Cities Meeting – May 14-15 in Dallas, 

TX

▪ Communications Exercises:

▪ Kansas COMMEX – Wichita on June 11, 2024

▪ Central States COMMEX – Joplin (MO)/Quapaw (OK) from 

September 10-13, 2024

▪ Other SIGBs/SIECs & Councils

▪ SIAC Meeting on May 9, 2024, in Salina, KS

▪ Interoperability Markers update meeting requests will go 

out for the July timeframe. 

Regional News of Note
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For more information:

Chris Maiers

Christopher.Maiers@cisa.dhs.gov

202-701-3235
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