
Chris Maiers

August 8, 2024

C I S A  |  C Y B E R S E C U R I T Y  A N D  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y

EMERGENCY COMMUNICATIONS 

COORDINATOR REPORT

AUGUST 2024 

1



CISA Entity Notifications

CISA proactively identifies information systems that contain security 

vulnerabilities commonly associated with ransomware attacks. After 

discovery, CISA notifies owners of the vulnerable systems through regional 

staff members (usually the CSAs) by a phone call. 

Notifications contain key information regarding the vulnerable system (IP 

address, device name, etc.), how CISA detected it, and how it should be 

mitigated.

If you receive a notification, you can verify the identity of the CISA personnel 

through CISA Central: Central@cisa.gov or 1-844-Say-CISA (1-844-729-

2472).

Having a pre-determined Out of Band email address is very helpful!!
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CISA Offers No-Cost Cybersecurity Services

• Response Assistance – 24/7/365

• Incident Coordination

• Threat Intelligence Reporting and 
Information sharing

• Malware Analysis

• Cybersecurity State Coordinators 
and Cybersecurity Advisors
• Advisory Assistance
• Cybersecurity Assessments
• Incident Response Coordination

• Working group collaboration
• Public Private Partnership Development

• Preparedness Activities
• Cybersecurity Assessments
• Cybersecurity Training and Awareness
• Cyber Exercises and “Playbooks”
• Cybersecurity Advisories and Alerts
• Operational Products and Threat Indicator Sharing
• Known Exploited Vulnerabilities (KEV) Catalog
• Cybersecurity Performance Goals (CPGs)
• Free Cybersecurity Tools and Services Catalog
• Information Products and Recommended Practices

Contact CISA to report a cyber incident
Call 1-888-282-0870 | email report@cisa.dhs.gov | visit https://www.cisa.gov

TLP: GREEN

TLP: GREEN
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▪ Update released June 6.

▪ Updated annually to provide relevant information on policies, 

eligible costs, technical standards, and best practices for 

emergency communications projects

▪ All entities are highly encouraged to follow the recommendations 

within this document to ensure interoperable, resilient, and fully 

effective communications.

▪ Grant recipients using DHS & FEMA funds for emergency comms 

activities must comply with SAFECOM Guidance.

▪ CISA.gov/safecom/funding

▪ https://www.cisa.gov/safecom/emergency-comms-grants-list

2024 SAFECOM Grant Guidance
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▪ Highlights considerations for cloud computing adoption for 

public safety (PS) agencies/organizations.

▪ Via checklist format, the document guides practitioners through 

determining: 

1. Needs and scope;

2. Requirements;

3. Questionnaire to solicit key information.

▪ These considerations could assist PS organizations at any 

stage of cloud adoption to ensure their selection is operable, 

secure, resilient, and compliant with rules and regulations

▪ https://www.cisa.gov/news-events/news/safecom-releases-

new-resource-cloud-adoption

Considerations for PS Cloud Adoption
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▪ Highlight resources, tools, and stakeholder events for the 

education community. 

▪ Designed to enhance security measures and build resilience 

against various threats and hazards.

▪ CISA social media accounts will push out updates to tools and 

guidance to schools throughout August.

▪ Will cover cybersecurity, physical security, assessments and 

other assistance that may be available to schools.

▪ https://www.cisa.gov/topics/physical-security/school-

safety/school-safety-and-cybersecurity

▪ https://www.schoolsafety.gov/

School Safety Month
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▪ Cyberattacks have exploited vulnerabilities and weaknesses 

in software and within software supply chains.

▪ This guide consolidates relevant software assurance guidance 

& frameworks into a single document.

▪ Enables easy navigation through requirements in a clear, 

concise manner.

▪ Encompasses all types of software, including commercial, 

open source, contracted, and cloud-based solutions, used 

within and by the government.

▪ https://www.cisa.gov/resources-tools/resources/software-

acquisition-guide-government-enterprise-consumers-software-

assurance-cyber-supply-chain

Software Assurance Guide for Government 
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▪ Released on August 2, 2024.

▪ Each postcards features one of the three risks to connected 

communities/smart cities outlined in the Cybersecurity Best 

Practices for Smart Cities Guide.

▪ Also includes appropriate mitigation recommendations for 

each risk. The risk postcard series includes:

▪ Connected Communities Risk: Expanded and Interconnected 

Attack Surface

▪ Connected Communities Risk: ICT Supply Chain and Vendors

▪ Connected Communities Risk: Automation of Operations

▪ https://www.cisa.gov/resources-tools/resources/connected-

communities-risk-postcards

Connected Communities Risk Postcard Series
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▪ Department of Commerce has ruled against Kaspersky products 

via Final Determination (Case No. ICTS-2021-002).

▪ Added to prohibited list due to security concerns and applies to 

government and private customers in the United States.

▪ List in appendices includes current products but is not exhaustive.

▪ Published in Federal Register: https://federalregister.gov/d/2024-

13532

▪ Complete list of device and software suppliers outlined  List of 

Equipment and Services Covered By Section 2 of The Secure 

Networks Act: https://www.fcc.gov/supplychain/coveredlist

Updates on Foreign Software/Hardware
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▪ Communications Exercises:

▪ Central States COMMEX – Joplin (MO)/Quapaw (OK) from 

September 10-13, 2024

▪ Interoperability Markers update meeting requests sent 

out.

▪ Scheduled August 9, 2024, at 1100 CT. 

Regional News of Note
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For more information:

Chris Maiers

Christopher.Maiers@cisa.dhs.gov

202-701-3235

Jim Hoflen

james.hoflen@cisa.dhs.gov

515-707-0332

mailto:Christopher.Maiers@cisa.dhs.gov
mailto:james.hoflen@cisa.dhs.gov
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