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▪ CISA, NSA and FBI assess that People’s Republic of China 

(PRC) state-sponsored cyber actors are seeking to pre-

position themselves on critical IT networks.

▪ Disruptive or destructive cyberattacks against U.S. critical 

infrastructure in the event of a major crisis or conflict with the 

United States.

▪ New cybersecurity advisory outlines threat and 

targeted systems such as communications and 

utilities.

▪ Outlines tactics and techniques

▪ Includes incident response recommendations and 

options for reporting.

Compromised Critical Infrastructure Advisory
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https://www.cisa.gov/news-events/cybersecurity-

advisories/aa24-038a

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
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▪ Collection of guidance from worldwide cybersecurity 

authorities to protect network edge devices:

▪ Firewalls, routers, VPN gateways, IoT devices, servers 

and other OT devices.

▪ Four documents:

▪ Security Considerations for Edge Devices

▪ Digital Forensics Monitoring Specifications for Products of 

Network Devices and Applications

▪ Mitigation Strategies for Edge Devices: Executive Guidance

▪ Mitigation Strategies for Edge Devices: Practitioner Guidance

▪ Aligns with Secure by Design concepts.

Guidance & Strategy to Protect Edge Devices
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https://www.cisa.gov/resources-tools/resources/guidance-

and-strategies-protect-network-edge-devices

https://www.cisa.gov/resources-tools/resources/guidance-and-strategies-protect-network-edge-devices
https://www.cisa.gov/resources-tools/resources/guidance-and-strategies-protect-network-edge-devices


Chris Maiers

February 13, 2025

▪ Published on January 10, 2025 by Joint Cyber Defense 

Collaborative (JCDC).

▪ Guidance to organizations across the AI community (providers, 

developers, and adopters) for voluntarily sharing AI-related 

cybersecurity information with CISA and JCDC.

▪ Facilitate collaboration among federal agencies, private industry, 

international partners, and other stakeholders to raise awareness of 

AI cybersecurity risks and improve the resilience of AI systems.

▪ Guide JCDC partners on how to voluntarily share cybersecurity 

incident information & vulnerabilities associated with AI systems.

▪ Delineate information sharing protections and mechanisms.

▪ Outline CISA’s actions upon receiving shared information to 

strengthen collective defense.

AI Cybersecurity Collaboration Playbook
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▪ Priority Considerations for Operational Technology Owners and 

Operators when Selecting Digital Products released on January 

13, 2025.

▪ Warns that cyber threat actors target particular operational 

technology (OT) products rather than specific organizations.

▪ Commonly have weaknesses to include weak authentication, known 

software vulnerabilities, limited logging, insecure default settings and 

passwords, and insecure legacy protocols.

▪ Encourages implementation of 12 key security elements into 

procurement processes when purchasing industrial automation 

and control systems and other OT products.

https://www.cisa.gov/resources-tools/resources/secure-demand-priority-

considerations-operational-technology-owners-and-operators-when-selecting

Secure by Demand: Information & Guidance
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▪ The Active Assailant Emergency Action Plan Template and 

companion Instructional Guide to the CISA EAP Template: 

▪ Provide organizations and venue operators with tangible 

guidance to assist users with developing a comprehensive 

and implementable EAP that includes:

▪ Fillable and tailorable template and guidance to assist users 

with developing an implementable EAP.

▪ Comprehensive options for considerations and tangible 

examples of various EAP elements.

▪ Numerous other applicable resources aligned to each section 

of the EAP template.

Active Assailant Emergency Action Plan (EAP)
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https://www.cisa.gov/resources-tools/resources/active-

shooter-emergency-action-plan-product-suite

https://www.cisa.gov/resources-tools/resources/active-shooter-emergency-action-plan-product-suite
https://www.cisa.gov/resources-tools/resources/active-shooter-emergency-action-plan-product-suite
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▪ Submission Update Status: 

▪ Priority #2 – #5 TA requests from October 2024 will generally 

not be awarded in the October 2024 to April 2025 period.

▪ Next Technical Assistance Submission Period

▪ New submissions accepted April 1 – April 30

▪ If no new submissions received, October 2024 list will be used.

▪ Previous #2 request will be assumed to be main priority.

▪ Previous guidance on state-sponsored, regional, and special 

event TA requests still stands.

Technical Assistance
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▪ Scheduled Technical Assistance – 

▪ Missouri:

▪ INTD – March 11-14 in Bethany.  

▪ INCM – March 18-20 in Bethany.

▪ Kansas City Metro:

▪ COMT – March 3-7 in Lee’s Summit

▪ More announcements coming soon.

▪ Next Technical Assistance Submission Period April 1-30

▪ If no new submissions received, Oct. 2024 list will be used.

▪ Previous guidance on state-sponsored, regional, and 

special event TA requests still stands.

▪ Multi-Region RECCWG Plenary on April 15-17 in 

Jonesboro, AR.

Regional News of Note
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For more information:

Chris Maiers

Christopher.Maiers@cisa.dhs.gov

202-701-3235

mailto:Christopher.Maiers@cisa.dhs.gov
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