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New DHS NTAS Bulletin followed by co-sealed fact sheet 

urging vigilance for cyber threats related to foreign activity.

▪ Iranian-affiliated cyber actors, other state-sponsored actors and 

hacktivist groups may still conduct malicious cyber activity.

▪ Exploit unpatched or outdated software or the use of default or 

common passwords on internet-connected accounts and devices.

Mitigations recommended in the joint Fact Sheet:

▪ Identifying and disconnecting operational technology and 

industrial control systems devices from the public internet;

▪ Protecting devices and accounts with strong, unique password;

▪ Applying the latest software patches; 

▪ Implementing phishing-resistant multifactor authentication for 

access to OT networks.

Maintain Vigilance
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NTAS Bulletin:  https://go.dhs.gov/wF4 

Joint Fact Sheet: https://go.dhs.gov/wjJ 

https://go.dhs.gov/wF4
https://go.dhs.gov/wjJ
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Updated Lifecycle Planning Guide

▪ Supersedes 2018 revision.

▪ Discusses actions related to building, maintaining, replacement 

& decommissioning emergency communications systems.

▪ Pre-planning, Project Planning, Requests for Proposals an 

Acquisition, Implementation, Support/Maintenance/Sustainment, 

End-of-Lifecycle Assessment and Replacement, and Disposition.

Life Cycle Planning Tool

▪ Complements the Planning Guide.

▪ Features checklists for each phase of communications system 

lifecycle.  

Emergency Communications System Lifecycle
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Both found at https://www.cisa.gov/safecom/funding under 

“Sustaining Public Safety Communications Systems”

https://www.cisa.gov/safecom/funding
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Scheduled Technical Assistance

▪ Kansas City Metro (FIFA 2026 Preparations):

▪ Rescheduling – Communications Unit Leader Course​​

▪ July 21-23, 2025 – Incident Communications Manager Course​

▪ Aug 26-27, 2025 – First Communications Exercise​

▪ Cape Girardeau COMMEX (Missouri)

▪ Aug 18-20, 2025

▪ Missouri TICP Train-the-Trainer – August 6, 2025

Regional News of Note
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Red River COMU Boot Camp – Oct 12-17, 2025

▪ Potential opportunities for new instructors to get their teaching credentials.  
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For more information:

Chris Maiers

Christopher.Maiers@cisa.dhs.gov

202-701-3235

mailto:Christopher.Maiers@cisa.dhs.gov
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